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Project case. GCP project security case

f@\ Client: Online business

¥ =" Task: Projectgoal was to support (operate) security of the Google Cloud Infrastructure (GCP)/Google
Kubernetes Engine (GKE) application stack.

Solution: The solutionwas a managed GCP security service which included:

Results: The comprehensive GCP security operations package gave the customer and its
required level of assurance about its online business security.

setting up a set of GCP projects (tenants) for security infrastructure
implementation of continuous automated scanning/vulnerability/code audit assessments with a set
of GKE packaged security tools

manual source code audits, penetration testing and configuration reviews

operation in GKE the Graylog SIEM and plugging in the GKE infrastructure/application stack
incident response and investigation in the cloud

trainings for DevOps and developers

hardening of web-applications with the aid of ModSecurity WAF, GKE infrastructure, standalone
VMs (Compute instances)

network policies/security rules and Cloud anti-Ddos integration audit
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About company. Who we are

@ @ Pakurity is a team of cyber-security professionals. We are based in Ukraine but provide
\_{Zp / servicesin many places around the world.

Pa klﬂﬁ :

=] Our team consists of professionals which Experience in implementation SO 27001,

I:_’““' have industry recognized certifications SOX, PCI-DSS, GDPR, CyberEssentials,

ﬂ?ﬁ (CISA,CISSP,0OSCP, etc.) HIPAA, MPAA

@ Strong experience in the financial and \‘l.TI We regularly conduct security researches

N telecom markets Jm |l and presentthem on cyber-security
conferences

Our research efforts are focused on the most The geography of our customers includes the
%) demanded technologies, including smart @
contracts/blockchain/ICO security

countries of North America, Europe, the
Middle East and the CIS
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Contacts

Getin touch with our team through its CEO — Glib Pakharenko.
We recommendto exchange PGP keys with us to ensure confidentiality of your request.

@ pakurity.sales

@ +380503116172

g sales@pakurity.com




